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Why Cybersecurity for Facility-Related Control Systems (FRCS)?

“Repeated cyber intrusions into critical infrastructure demonstrate the need for improved
cybersecunity. The cyber threat to critical infrastructure continues to grow and represents one of the most
serious national security challenges we must confront.

— Presidential Executive Order 13636

“The Department's computer networks and systems are under incessant cyber attack.. . Recognizing
the increased threats, vulnerabilities, and risks the Department recently updated the DOD Instructions
8500.01 and 8510.01...these mstructions mandate that Industrial Control Systems (ICS) be made secure

against cyber attacks by implementing a Risk Management Framework (RMF). Damage to or compromise
of any ICS may be a mission disabler.”

— USD (AT&L) Memo, Real Property-related ICS Cybersecurity

©Jacobs 2022
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EffAENDaVELA— 332y M) =B LV VE1— 43— X TLIFBARBLGWVY A /N—NES
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- USD (AT&L) EBFFXRE GEE. Hfif. RifEY) A€, THEEEEXFHEH AT LA
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Why Cybersecurity for Facility-Related Control Systems (FRCS)?

“Today’s cyber threat reaches beyond traditional information technology and data. to include
supporting operational technology networks and systems that enable nearly every aspect of the Navy’s
mission. .. Cybersecurity discipline should be part of each Command’s warfighting culture to protect the
Navy shore enterprise from persistent cyber threat.”

— OPNAV N4 NAVADMIN 136/16

“The purpose of this memorandum 1s to direct all Department of the Navy (DON) nulitary
construction (MILCON) to fully address facility-related control system (FRCS) cybersecurity requirements
during the planning. design and construction phases to include cybersecurity commissioning. We must use
every MILCON as an opportunity to improve the DON's cybersecurity posture...”

— Todd Mellon, Acting ASN (EI&E)

©Jacobs 2022
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SHOY A N—EBEIE., EOFBHRBFMOFERICHLTEITTLELS, BEETOXRBEOEZZEITESELST
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FESHBNEERTT D,
ETHOKREREHK (MILON) ZXKEBEDH A /N—tFa) T4 —ZRBZRLIEIBELTINEL

- Todd MellonkEE X E #(EI&E)
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Why Cybersecurity for Facility-Related Control Systems (FRCS)?

“We respectfully request your assistance in providing focus and visibility on an emerging threat that we
believe will have serious consequences on our ability to execute assigned missions if not
addressed - cybersecurity of DOD critical infrastructure Industrial Control Systems

1CS)”

— Joint Memo from NORTHCOM & PACOM to SECDEF

THE WHITE HOUSE

National Security Memorandum on
Improving Cybersecurity for
Critical Infrastructure
Control Systems

https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-

_on-improving-cybersecurity-for-critical-infrastructure-control-systems/
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— Joint Memo from NORTHCOM & PACOM to SECDEF

THE WHITE HOUSE

National Security Memorandum on
Improving Cybersecurity for
Critical Infrastructure
Control Systems

https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-
_on-improving-cybersecurity-for-critical-infrastructure-control-systems/
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Why Cybersecurity for Facility-Related Control Systems (FRCS)?

= Two 2022 Examples of
Common
Vulnerabilities and
Exposures (CVE)

General Search using
keyword “Modbus”
returned 115 CVE
Records

Modbus is a data communications
protocol originally published by
Modicon (now Schneider Electric)
in 1979 for use with its
programmable logic controllers
(PLCs). Modbus has become a

de facto standard communication
protocol and is now a commonly
available means of connecting
industrial electronic devices.

UTEOF
TECHNOLOGY

= NVD MENU

NATIONAL VULNERABILITY DATABASE

NVD

VULNERABILITIES

JKCVE-2022-37300 Detail

Current Description

A CWE-640: Weak Password Recovery Mechanism for Forgotten Password vulnerability exists that
could cause unauthorized access in read and write mode to the controller when communicating over
Modbus. Affected Products: EcoStruxure Control Expert Including all Unity Pro versions (former name
of EcoStruxure Control Expert) (V15.0 SP1 and prior), EcoStruxure Process Expert, Including all
versions of EcoStruxure Hybrid DCS (former name of EcaStruxure Process Expert) (V2021 and prior),
Maodicon M340 CPU (part numbers BMXP34*) (V3.40 and prior), Modicon M580 CPU (part numbers
BMEP* and BMEH*) (V3.20 and prior).

<+ View Analysis Description

seve rlty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:
CNA: Schneider

“ Electric SE

Base Score: [ERT T

10

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UIN/S:U/C:H/I:-H/A:H

= NVD MENU

> NATIONAL INSTITUTE OF
STANDAR TECHNOLOGY
|5 DEPARTMENT OF COMMERGE

NATIONAL VULNERABILITY DATABASE

NVD

VULNERABILITIES

IKCVE-2022-30938 Detail

Current Description

Avulnerability has been identified in EN100 Ethernet module DNP3 IP variant (All versions), EN100
Ethernet module IEC 104 variant (All versions), EN100 Ethernet module IEC 61850 variant (All versions
<\4.40), EN100 Ethernet module Modbus TCP variant (All versions), EN100 Ethernet module PROFINET
10 variant (All versions). Affected applications contains a memory corruptien vulnerability while
parsing specially crafted HTTP packets to /txtrace endpoint manupulating a specific argument. This
could allow an attacker to crash the affected application leading to a denial of service condition

+view Analysis Description

Seve nty CVSS Version 3.x CV55 Version 2.0

CVSS 3.x Severity and Metrics:

Vector: CVSS:3.1/AV:-N/AC:L/PR:N/UIN/S:UfC:N/I:N/A:

NIST: NVD

©Jacobs 2022
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Modbus is a data communications
protocol originally published by
Modicon (now Schneider Electric)
in 1979 for use with its
programmable logic controllers
(PLCs). Modbus has become a

de facto standard communication
protocol and is now a commonly
available means of connecting
industrial electronic devices.

TITUTEOF
O

= NVD MENU

NATIONAL VULNERABILITY DATABASE

NVD

VULNERABILITIES

JKCVE-2022-37300 Detail

Current Description

A CWE-640: Weak Password Recovery Mechanism for Forgotten Password vulnerability exists that
could cause unauthorized access in read and write mode to the controller when communicating over
Modbus. Affected Products: EcoStruxure Control Expert Including all Unity Pro versions (former name
of EcoStruxure Control Expert) (V15.0 SP1 and prior), EcoStruxure Process Expert, Including all
versions of EcoStruxure Hybrid DCS (former name of EcaStruxure Process Expert) (V2021 and prior),
Maodicon M340 CPU (part numbers BMXP34*) (V3.40 and prior), Modicon M580 CPU (part numbers
BMEP* and BMEH*) (V3.20 and prior).

<+ View Analysis Description

seve ri ty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:
CNA: Schneider

“ Electric SE

Base Score: [ERT T

11

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UIN/S:U/C:H/I:-H/A:H

NATIONAL INSTITUTE OF
L.HNOLI IL| Al

= NVD MENU

NIST | #

NATIONAL VULNERABILITY DATABASE

NVD

VULNERABILITIES

IKCVE-2022-30938 Detail

Current Description

Avulnerability has been identified in EN100 Ethernet module DNP3 IP variant (All versions), EN100
Ethernet module IEC 104 variant (All versions), EN100 Ethernet module IEC 61850 variant (All versions
<\4.40), EN100 Ethernet module Modbus TCP variant (All versions), EN100 Ethernet module PROFINET
10 variant (All versions). Affected applications contains a memory corruptien vulnerability while
parsing specially crafted HTTP packets to /txtrace endpoint manupulating a specific argument. This
could allow an attacker to crash the affected application leading to a denial of service condition

+view Analysis Description

Seve nty CVSS Version 3.x CV55 Version 2.0

CVSS 3.x Severity and Metrics:

NIST: NVD

Vector: CVSS:3.1/AV:-N/AC:L/PR:N/UIN/S:UfC:N/I:N/A:
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DOD Cybersecurity Policy Chart

/

Sustain Missions

~

The goal of the DoD Cybersecurity Policy Chart is to
capture the tremendous breadth of applicable policies

Cybersecurity-Related Policies and Issuances
Developed by the DoD Deputy CI0 for Cybersecurity
Last Updaied: June 24, 2022

-
Cybar Sucurity & lafarmaicn Syshums
Infarsvation Analysis C “ardar

[ Build and Operate a Trusted DoDIN ]

Dego pans
Cybaraca fiotrcs Usrageant

_NIST SP 800-34, K1 IST SP 800-82, R2
Contingency Planning Guide for uide to Industrial Control Systems
Federal Information Systems (ICS) Security
CNSSP-18 .
. : . CNSSP-22, |A Risk Management
Naf’mrﬁ;éﬂogpggﬁm Policy for National Security Systems
CNSSP- CNSSI-1001
National Polic Control of National Instruction on Classified
Compromg#ig Emanations Information Spillage
CNSSLA004.1, Destruction and CNSSI-4007
Emer v Protection Procedures for Communications Security (COMSEC)
SEC and Class. Material Utility Program

V4
"4
< CNSSI-7000 NSTISSI-7001
TEMPEST %o;gj@gg;:easures for NONSTOP Countermeasures
DoDD 3020.26 DoDD 3020.44

DoD Continuity Policy

Defense Crisis Management

DoDD 8000.01
DoDD 5144.02 .
: : Management of the DOD Information
DoD Chief Information Officer Enterprise
DoDI 5000.83 DoDI 8410.02
Technology & Program Protection to NetOps for the Global Information

Maintain Technological Advantage

ICD 503
IT Susteme @~= 70 Sion mianagement
and C&A

NSA IA Directorate (IAD) Management
Directive MD-110

\ Cryptographic Key Protection

Grid (GIG)

UFC 4-010-06,
Cybersecurity of Facility-Related
Control Systems

Defense Acquisition Guidebook
Program Protection /

httDs //dodlac dtic. m|l/WD content/uoloads/2022/07/2022 06-24-csiac-dod-cybersecurity-policy-chart.pdf
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https://dodiac.dtic.mil/wp-content/uploads/2022/07/2022-06-24-csiac-dod-cybersecurity-policy-chart.pdf

S E(DoD) A N—tFa T4 —BEF¥— b
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Edlly;E »u\%(DOD)'U"f/ —tX 21T —EBERKFvy— ML NIST SP 800-34, IST SP 800-82, R2

. . . Contingency Planning Guide for uide to Industrial Control Systems
~ ~ Federal Information Systems (ICS) Security
T BERDIERGEHE ZEET 2FZHHNEL TS _
CNSSP-18 .
. : . CNSSP-22, |A Risk Management
National Policy on L’_‘:Jass:ﬁ Policy for National Security Systems
= - Cybersecurity-Related Policies and Issuances fﬂfﬂfmaﬂﬂﬂ Sp.l'"ﬂ
COIC s [ Build and Operate a Trusted DoDIN ) R A e e
BREANEE T 5 =
v S National Polic Control of National Instruction on Classified
Compromg#ig Emanations Information Spillage
CNSSLA004.1, Destruction and CNSSI-4007
Emer v Protection Procedures for Communications Security (COMSEC)
SEC and Class. Material Utility Program
4
r CNSSI-7000
NSTISSI-7001
TEMPEST Countermeasures for
Facilities NONSTOP Countermeasures
DoDD 3020.26 DoDD 3020.44
DoD Continuity Policy Defense Crisis Management
DoDD 8000.01
DoDD 5144.02 .
: : Management of the DOD Information
DoD Chief Information Officer Enterprise
DoDI 5000.83 DoDI 8410.02
Technology & Program Protection to NetOps for the Global Information
Maintain Technological Advantage Grid (GIG)
ICD 503 UFC 4-010-06,
IT Svstame S~= 70 Sien management Cybersecurity of Facility-Related
and C&A Control Systems
[ttt ][ =o <. .
la .,«..MM.T"M&,.;T"\: : M e =l D”Sfrfé:i: (ﬂg}f%nagemenf Defense Acquisition Guidebook
@ n-l---—n-::-n- E : B : \ Cryptographic Key Protection Program Protection /

httDs //dodiac.dtic. m|l/WD content/uoloads/2022/07/2022 06-24-csiac-dod-cybersecurity-policy-chart.pdf

©Jacobs 2022



https://dodiac.dtic.mil/wp-content/uploads/2022/07/2022-06-24-csiac-dod-cybersecurity-policy-chart.pdf

What Do We Need To Follow? Cybersecurity Design Criteria

U
19 September 2016

Change 1, 18 Janua

ry 2017

UNIFIED FACILITIES CRITERIA (UFC)

CYBERSECURITY OF
FACILITY-RELATED
CONTROL SYSTEMS

» UFC 4-010-06 Cybersecurity of Facility-
Related Control Systems provides
requirements for incorporating
cybersecurity into the design of facility-
related control systems

» Published by DoD 19 September 2016,
Change 1, 18 January 2017

» Revision Anticipated by the End of Calendar
Year

14
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U
19 September 2016
Change 1, 18 January 2017

UNIFIED FACILITIES CRITERIA (UFC)

CYBERSECURITY OF
FACILITY-RELATED
CONTROL SYSTEMS

» UFC 4-010-06 Cybersecurity of Facility-
Related Control Systems provides
requirements for incorporating
cybersecurity into the design of facility-
related control systems

» Published by DoD 19 September 2016,
Change 1, 18 January 2017

» Revision Anticipated by the End of Calendar
Year

15
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What Do We Need To Follow? Cybersecurity Design Criteria

UFC 4-010-06
19 September 2016
Change 1, 18 January 2017

UNIFIED FACILITIES CRITERIA (UFC)

CYBERSECURITY OF
FACILITY-RELATED
CONTROL SYSTEMS

APPROVED FOR PUELIC RELEASE; DISTRIBUTION UNLIMITED

* Provides Criteria for Inclusion of Cybersecurity in
Design of Control Systems to Address Risk
Management Framework (RMF) Security Controls
During Design and Subsequent Construction

* Chapter 3, Paragraph 3-1.1
Outlines the Five Steps for Cybersecurity Design

» Chapter 5, Paragraph 5-2
Outlines Requirements by Design Phase

= Appendix H Provides Control Correlation Identifier
(CCl) Tables for LOW and MODERATE impact
systems

16

OBJECTIVE: To deliver secured systems that allow the System Owner (S0) to obtain an

©Jacobs 2022

Authority to Operate (ATO) without rework and having to rebuild/reconfigure the system.
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UFC 4-010-06
19 September 2016
Change 1, 18 January 2017

UNIFIED FACILITIES CRITERIA (UFC)

CYBERSECURITY OF
FACILITY-RELATED
CONTROL SYSTEMS

APPROVED FOR PUELIC RELEASE; DISTRIBUTION UNLIMITED

s ARV FORDOBEIRICYRIIRA—DA A NI L—LA
J—4%4 (RMF) ZRYBEAEIZHIE S R TLOERSHZSLNTY
AN—tFX1)T4—2ELEHEZXZTEHD

» Chapter 3, Paragraph 3-1.1
Outlines the Five Steps for Cybersecurity Design

* Chapter 5, Paragraph 5-2
Outlines Requirements by Design Phase

= Appendix H Provides Control Correlation Identifier
(CCl) Tables for LOW and MODERATE impact
systems

17
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Who Incorporates Cybersecurity? Certification Requirements

Cybersecurity Subject Matter Expert (SME) is required to hold DoD 8140 and DoDI
8570 Information Assurance Management (IAM) Level Il or Information Assurance
System Architect and Engineer (IASAE) Level Il Certification

Example
1

Example
2
SAES was
revised to
include
this

Individuals performing cybersecurity design functions shall meet certification and skills
requirements for IAM Level II Certified Professional outlined in DoD 8140 Information
Assurance Workforce Improvement Program. It 1s the Contractor’s responsibility to
ensure the latest DoD, Component and installations policies and guidance are met for the
requirements.

Cybersecurity: In accordance with the Basic IDIQ Contract SAES. Provide cybersecurity requirements for
all applicable facility-related control systems in accordance with UFC 4-010-06 (Cybersecurity of Facility-
Related Control Systems). Utilize a qualified Cybersecurity Subject Matter Expert (SME) who will be
responsible for meeting all design requirements for Cybersecurity of Facility-Related Control Systems, to
include editing of UFGS 2505 11 and 25 08 11.00 20. This position requires that the individual currently
meets Information Assurance Manager (IAM) Level II or Information Assurance System Architect and
Engineer (IASAE) Level 11 Certification in accordance with DoDI 8570 Information Workforce

Improvement Program. Individuals for this position must have experience with Risk Management

Framework and Facility-Related Control Systems Cybersecurity.

18
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Example
1

Example
2
SAES was
revised to
include
this

Individuals performing cybersecurity design functions shall meet certification and skills
requirements for IAM Level II Certified Professional outlined in DoD 8140 Information
Assurance Workforce Improvement Program. It 1s the Contractor’s responsibility to

ensure the latest DoD, Component and installations policies and guidance are met for the
requirements.

Cybersecurity: In accordance with the Basic IDIQ Contract SAES. Provide cybersecurity requirements for
all applicable facility-related control systems in accordance with UFC 4-010-06 (Cybersecurity of Facility-
Related Control Systems). Utilize a qualified Cybersecurity Subject Matter Expert (SME) who will be
responsible for meeting all design requirements for Cybersecurity of Facility-Related Control Systems, to
include editing of UFGS 2505 11 and 25 08 11.00 20. This position requires that the individual currently
meets Information Assurance Manager (IAM) Level II or Information Assurance System Architect and
Engineer (IASAE) Level 11 Certification in accordance with DoDI 8570 Information Workforce
Improvement Program. Individuals for this position must have experience with Risk Management

Framework and Facility-Related Control Systems Cybersecurity.

19
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How Do We Incorporate Cybersecurity?

= Step 1: Information System

Five Steps for Cybersecurity Design.

Security Manager (ISSM) and/or  Thejive steps for cybersecurity design are:

System Owner (S0) determine
C-1-A Impact Level
(Not Designer of Record)

= Steps 2-4:. Use UFC 4-010-06,
Appendix H to develop CCl list(s)

— Use Table H-4 for a LOW Impact
system

— Use Table H-4 and Table H-5 for
a MODERATE Impact system

— CCl list(s) identify “Applicable”,
Designer CCls incorporated into
the UFGS 25 05 11, Cybersecurity
for FRCS specification

Step 1: Based on the organizational mission and details of the control system,
the System Owner (SO) and Authorizing Official (AO) determine the
Confidentiality, Integrity, and Availability (C-I-A) impact levels (LOW,
MODERATE, or HIGH) for the control system.

Step 2: Use the impact levels to select the proper list of controls from NIST SP
800-82.

Step 3: Using the DoD master Control Correlation Identifier (CCI) list, create a list
of relevant CCls based on the controls selected in Step 2.

Step 4: Categorize CCls and identify CCls that require input from the designer or
are the designer's responsibility,

Step 5: Include cybersecurity requirements in the project specifications and
provide input to others as required.

APPENDIX H contains tables covering steps 2 — 4 for LOW and MODERATE systems,
assuming the existence of a Platform Enclave.

20
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Step 1: [FHR AT LEF2 T 14—
EIEISSM) RISV RAT LA —F—
(SO) K C-I-A(FBEM. T2, TRAM)
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— Use Table H-4 for a LOW Impact
system

— Use Table H-4 and Table H-5 for
a MODERATE Impact system

— CCl list(s) identify “Applicable”,
Designer CCls incorporated into
the UFGS 25 05 11, Cybersecurity
for FRCS specification

SHAN—EFa2)T4—ZRYANDZREH?

Five Steps for Cybersecurity Design.

The five steps for cybersecurity design are:

Step 1: Based on the organizational mission and details of the control system,
the System Owner (SO) and Authorizing Official (AO) determine the
Confidentiality, Integrity, and Availability (C-I-A) impact levels (LOW,
MODERATE, or HIGH) for the control system.

Step 2: Use the impact levels to select the proper list of controls from NIST SP
800-82.

Step 3: Using the DoD master Control Correlation Identifier (CCI) list, create a list
of relevant CCls based on the controls selected in Step 2.

Step 4: Categorize CCls and identify CCls that require input from the designer or
are the designer's responsibility,

Step 5: Include cybersecurity requirements in the project specifications and
provide input to others as required.

APPENDIX H contains tables covering steps 2 — 4 for LOW and MODERATE systems,
assuming the existence of a Platform Enclave.

21
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What is C-1-A? What is Impact Level?

= C - Confidentiality: A loss of The loss of confidentiality, integrity or
confidentiality is the unauthorized availability could be expected to have a...
disclosure of information. LIMITED (LOW)

* | - Integrity: A loss of integrity is SERIOUS (MODERATE)
the unauthorized modification or
destruction of information. SEVERE or CATASTROPHIC (HIGH)

» A - Availability: A loss of availability ~ ---adverse effect on organizational
is the disruption of access to or use operations, organizational assets, or
of information or a system. individuals.

Examples: FRCS supporting an administrative facility is determined to have a potential impact
from a loss of confidentiality as low, integrity as low and availability as low. C-I-A is LOW-LOW-LOW

A SCADA system is determined to have a potential impact from a loss of confidentiality as
moderate, integrity as moderate and availability as high. C-1-A is MODERATE-MODERATE-HIGH

FIPS 199, Standards for Security Categorization of Federal Information and Information Systems
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* C- Confidentiality (RBEETE): BEE MEISE seett, AAMELS £V
RO FBIXBHROARAHFATRICOEMN (X..

% LIMITED (BB 3E #9)
= | - Integrity Ge£t%): T2MHF%S SERIOUS (EX)

ENE i OF: U AN U E

SHEMS SEVERE or CATASTROPHIC (& %)

= A- Availability(RIFRME): AR £ HERUEE). MEEHE fg*lﬁ&ﬁ'fﬁﬂi
SEIIBEBIIATLADT & EQE&k.%F@E%Eé&&T_tK
Z&UE%#%IO&#% A

Examples: FRCS supporting an administrative facility is determined to have a potential impact
from a loss of confidentiality as low, integrity as low and availability as low. C-I-A is LOW-LOW-LOW

A SCADA system is determined to have a potential impact from a loss of confidentiality as
moderate, integrity as moderate and availability as high. C-1-A is MODERATE-MODERATE-HIGH

FIPS 199, Standards for Security Categorization of Federal Information and Information Systems

piin

||In

|I1
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How Do We Incorporate Cybersecurity?

5-2 REQUIREMENTS BY DESIGN PHASE,
Verify Everything via Coordination

Cybersecurity documentation requirements are indicated here by typical Design-Build or
Wlth Government Cybersecu rlty POCS Design-Bid-Build design submittals. If the design is using a different submittal schedule,

and Requests for Information (RFlIs) adjust accordingly.
The requirements here reference the five step cybersecurity design process defined in
. . . . CHAPTER 3.
Basis of Design should identify:
5-2.1 Basis of Design.

d FRCS
Provide a single submittal indicating the C-I-A impact level for the control system and
J Network Tra nsport listing the security controls generated during Step 2 along with recommendations and

justifications for further tailoring of the security control set.
A Known (or Assumed) C-1-A per FRCS
d System Owner(s) (SO)
1 Who is Responsible - Contractor or Government
d Any existing Authority to Operate (ATO) for any FRCS

 The Level the FRCS Performs at Based on the Control System Diagram in
UFC 4-010-06
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REQUIREMENTS BY DESIGN PHASE,

Cybersecurity documentation requirements are indicated here by typical Design-Build or
Design-Bid-Build design submittals. If the design is using a different submittal schedule,
adjust accordingly.

The requirements here reference the five step cybersecurity design process defined in

Basis of Design should identify: CHAPTER 3.

5-2.1 Basis of Design.
3 FRCS ’

Provide a single submittal indicating the C-I-A impact level for the control system and
J Network Tra ﬂSpOFt listing the security controls generated during Step 2 along with recommendations and

justifications for further tailoring of the security control set.

A Known (or Assumed) C-1-A per FRCS

d System Owner(s) (SO)

1 Who is Responsible - Contractor or Government

d Any existing Authority to Operate (ATO) for any FRCS

 The Level the FRCS Performs at Based on the Control System Diagram in
UFC 4-010-06
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UFC 4-010-06 5-Level Control System Architecture

| | |
( IP_Network External to Control System (CS) )

L O ' What Level is the FRCS at?

(Firewalls, DMZ, Proxies, Servers etc)
L0 @ ¢

.
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IP Hetwork
ExtomaltoCS

KEREREHE(UFC) 4-010-06 5- L AN JLBIFIHS R 7 LigE

IP Network External to Control System (CS) ()

— | What Level is the FRCS at?
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How Do We Incorporate Cybersecurity?

Coordinate with Government 5-2.2 Design Submittals.

Cybersecurity POCs for any “

1 Provid ingl bmittal indicating the CCI Iting f th d tailored
Impact Level CCls Required seaurity control st (Step 3) and an initial classiication for 6ach CCI (Step 4).
Design Submittals typically:

5-2.2.1 Concept Design Submittal (10-15%).

5-2.2.2 Design Development Submittal (35-50%).
D '] O— 1 50/0 SU bm|ttal ShOU ld include Provide a single submittal documenting the following:
BO D, Initial CCI List per C-I-A for . The final classification of each CCI (Step 4).
Each FRCS . The changes to standard CCI requirements identified in Step 5, along with
an explanation of the changes.
135% Submittal should include BOD . The CCls which have been incorporated into the control system design
. . ! (Step 5). Document changes from standard requirements, or selections
Flnal CC| |_|St per C—|—A for EaCh FRCS made when multiple options are available. Otherwise, it is not necessary
to document the details of the requirement, just whether a specific CCl
d50-65% Submittal should include all :‘T‘ been ‘““;“'p"fte"' o S0
. tion for others as required (Step
Each FRCS e

190-100% Submittal should include Updates for Complete Final Information
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5-2.2 Design Submittals.

5-2.2.1 Concept Design Submittal (10-15%).

Provide a single submittal indicating the CCls resulting from the approved tailored
security control list (Step 3) and an initial classification for each CCl (Step 4).

5-2.2.2 Design Development Submittal (35-50%).
DeSign Submittals typlcally Provide a single submittal documenting the following:
d10-15% Submittal should include *  Thefinalclassification of each CCI (Step 4).
o e . . The changes to standard CCI requirements identified in Step 5, along with
BO D, Inltlal CCI LlSt per C_I_A fOI‘ an explanation of the changes.
EaCh FRCS . The CCls which have been incorporated into the control system design
(Step 5). Document changes from standard requirements, or selections
0 : . made when multiple options are available. Otherwise, it is not necessary
D 3 5 /0 SU bm Ittal ShOU ld InClUde BOD: to document the details of the requirement, just whether a specific CCl
Final CCI List per C-I-A for Each FRCS has baen incorporatad.

Information for others as required (Step 5)

0150-65% Submittal should include all of 35% and UFGS 25 05 11 Specifications for
Each FRCS

190-100% Submittal should include Updates for Complete Final Information
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UFGS 25 05 11 Cybersecurity of Facility-Related Control Systems

--------------------------------------------------------------------------

USACE / MAVFAC / AFCEC / HASA UFES-25 05 11 (May 2021)

Preparing Actiwity: UBACE é;é;;;é;i;é -------------------------
UFGE-25 05 11 (November 2017}
UNIFIED FACILITIEE GUIDE SPECIFICATIONS
References are in agreement with UMRL dated April 20Z1
--------------------------------------------------------------------------
SECTICN TABLE OF CONTENTS
DIVISION 25 - INTEGRATED AUTOMATION
SECTION 25 05 11
CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEME

05/21

PRRET 1 GENERAL

CONTROL SYSTEM APPLICABILITY
RELATED REQUIREMENTS
REFERENCES
DEFINITIONS
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SECTION 25 05 11 Page 1

= UFGS 25 05 11 Cybersecurity For Facility-Related
Control Systems, Published May 2021

= [ncorporates CCls into Specification
* Implements Cybersecurity During Construction
= Requires Cybersecurity SME with Information

Assurance Management (IAM) Level Il

= Cybersecurity Submittals Support RMF

— Templates Available on Whole Building Design Guide
https://wwwwbdg.org/ffc/dod/unified-facilities-
quide-specifications-ufgs/ufgs-25-05-11

= One (1) UFGS 25 05 11 tailored for each FRCS
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https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-05-11

UFGS 25 05 11 Cybersecurity of Facility-Related Control Systems
MEERHIEH S R T L(FRCS)ISE TS Y A N\—tFa T4 —

--------------------------------------------------------------------------

USACE / MAVFAC / AFCEC / HASA UFES-25 05 11 (May 2021)

Preparing Actiwity: UBACE Superseding
UFGE-25 05 11 (November 2017}

UNIFIED FACILITIEE GUIDE SPECIFICATIONS
References are in agreement with UMRL dated April 20Z1
--------------------------------------------------------------------------
SECTICN TABLE OF CONTENTS
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https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-05-11
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UFGS 25 08 11.00 20 (NAVY Only) RMF for FRCS

tttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt

************************************************************************

mical Implementation
CUTIREMENTS

= UFGS 25 08 11.00 20 Risk Management Framework
for Facility-Related Control Systems

— Published November 2020 — Navy Only specification
— One (1) UFGS 25 08 11 for all FRCS requiring ATO

* Implements the Navy requirements to support the
Risk Management (RMF) Cybersecurity During
Construction

= Requires Information System Security Engineer (ISSE)
with Information Assurance Technical (IAT) Level Il and
ability to obtain a Common Access Card (CAC).

» Cybersecurity Submittals Support RMF

— Templates Available on Whole Building Design Guide
https://wwwwbdg.org/ffc/dod/unified-facilities-guide-
specifications-ufgs/ufgs-25-08-11-00-20
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UFGS 25 08 11.00 20 CKi#E D)X Hll1H & X T L(FRCS)IZHITDH YR T TR —
AV I L—LT—7(RMF)

tttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt

T T mm— = UFGS 25 08 11.00 20 Risk Management Framework for Facility-Related
P sy Control Systems fEEEHIHI S R T LICEITH VR I I R—D AU T
UNIFIED FACILITIES GUIDE SPECIFICATICHS D_ A Ij - 7
BT S S i b SOOI - 2020&1 1 ﬁ %?—_J- - *;’EE{:I:*%%
S — - RREBEATO)ERELT HETOREKFE AT L (FRCS) 2D
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Include Final CCl Lists as Attachments to UFGS 25 08 11.00 20 for ISSE to use in RMF Step 2
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Lynn Wachi, APAC Federal Cybersecurity Discipline Lead
/ (808) 440-0252
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